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This document outlines the installation and configuration required when utilising OpenSUSE Leap 42.3 as the
underlying operating system for running core and embedded SelectVoice applications; Soft PBX, Voice
Processing, Vision and SSL Gateway.

The minimum specification of platform required to run one or more SelectVoice applications can be found in the
following document;

Recommended Computer Platforms For Splicecom Apps
Please be aware that your choice of platform is important. We strongly recommend the HP Proliant range of
servers. Other platforms may have complex disk interfaces and LAN connections requiring special software drivers,

which may not exist on the OpenSUSE install disk.

Please ensure that your Linux machine has a Ethernet connection that is active, make sure a USB keyboard and
mouse are connected and that the machine is connected to a monitor.

First insert the installation DVD into the drive and restart the machine. The machine will boot up from the DVD
and present you with a OpenSUSE installer window.

oY
openSUSE

Boot from Hard Disk

Upgrade

More ...

Boot Options

F1 Help F2 Language F3 Video Mode F4 Source F5 Kernel F6 Driver
English (US) Default DVD Default No

Use the arrow keys, select Installation and press Return.
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You will then be taken to the Language, Keyboard and Licence Agreement window, Select ‘English (UK) from the
drop down list for the Language, the keyboard layout settings should automatically change.

openSUSE

Language Keyboard Layout
Keyboard Test

Language,
Keyboard and o

LICENSE AGREEMENT

License Agreement o e 22

This agreement governs your download, installation, or use

of openSUSE Leap 42.3 and its updates, regardless of the delivery
mechanism. openSUSE Leap 42.3 is a collective work under US Copyright
Law. Subject to the following terms, The openSUSE Project grants to
you a license to this collective work pursuant to the GNU General
Public License version 2. By downloading, installing, or using
openSUSE Leap 42.3, you agree to the terms of this agreement.

openSUSE Leap 42.3 is a modular Linux operating system consisting of
hundreds of software components. The license agreement for each
component is generally located in the component's source code. With
the exception of certain files containing the "openSUSE”

trademark discussed below, the license terms for the components
permit you to copy and redistribute the component. With the
potential exception of certain firmware files, the license terms
for the components permit you to copy, modify, and redistribute the
component, in both source code and binary code forms. This agreement
does not limit your rights under, or grant you rights that supersede,
the license terms of any particular component.

EULA location in the installed system: /etc/YaST2/licenses/base/

License Translations...

Help

Press next to continue the
installation

The installation process with progress with some system analysis so that it can continue on with the installation

You will then be presented with Suggested Partitioning, click on the Edit Proposal Settings button. Make sure the

File System for root partition is changed to Ext4 and also make sure the Propose Separate Home partition is
unticked

openSUSE

* Create swap volume /dev/sda1 (996.22 MiB)
* Create root volume /dev/sda2 (7.02 GiB) with btrfs

* Create subvolume @/boot/grub2/i386-pc on device /dev/sda2

* Create subvolume @/boot/grub2/x86_64-efi on device /dev/sda2
* Create subvolume @/home on device /dev/sda2
* Create subvolume @/opt on device /dev/sda2

S ug g ested * Create subvolume @/srv on device /dev/sda2
e . * Create subvolume @/tmp on device /dev/sda2
Partitioning

* Create subvolume @/usr/local on device /dev/sda2

* Create subvolume @/var/cache on device /dev/sda2

* Create subvolume @/var/crash on device /dev/sda2
reate @/var/lib/libvirt/images on device / with option "no copy on write*

pate @/var/lib, ines on device

ate subvolume @/var/lib/mailman on device /dev/sda2

ate subvolume @/var/lib/mariadb on device /dev/sda2 with option "no copy on write"

bvolume @/var/lib/mysql on device /dev/sda2 with option "no copy on write"

ge @/var/lib/named on device /dev/sda2
ar/lib/pasal on device /dev/sda2 with option "no copy on write”

Proposal Settings

@ Partition-based Proposal

O LvM-based Proposal Q
O Encrypted LVM-based Proposal

File System for Root Partition

Enable Snapshots
Create Partition Setup...
[C] Propose Separate Home Partition

File System for Home Partition

Expert Partitioner...

Press next to continue the
installation

() Enlarge Swap for Suspend

Choose Ext4 and make
Bl sure home partition is
unticked

Help Release Notes...
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Select the Time Zone that matches your location, click Other Settings, select an appropriate NTP Server from the
drop down list and verify this is working by clicking the ‘Synchronise Now’ button (this will require Internet access).
Click the Accept button when ready to be returned to the below screen, click Next on this screen to progress.

P

openSUSE

Clock and Time Zone

Press next to continue the
installation

Region Time Zone
Hardware Clock Set to UTC Date and Time: 2017-10-30 - 14:06:24 Other Settings...
Help Release Notes... Abort

User Interface Selection

Splicecom STRONGLY RECOMMENDS that you DO NOT install the ANY desktop when setting up LEAP 42.3.
We have found this environment to, on occasion, consume system resource to the detriment of the SelectVoice or
Maximiser operating system. The worst instance we have witnessed saw 15GB of RAM being utilised by KDE, out

of the available 16GB.

If you wish to install a desktop then follow the instructions for doing so in section E otherwise follow the instructions
for installing a server based installation in section A.
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A Installing OpenSUSE Leap 42.3 without a desktop

Select Server(Text Mode) from the user interface screen.

o :
openSUSE

User Interface

Please select a user interface
O Desktop with KDE Plasma
O Desktop with GNOME
® Sserver (Text Mode)

O Custom

Configure Online Repositories

Press next to continue the
installation

Help Release Notes... Abort Back -

BOPeI B OGS E Left e

On the next screen we create a User. All SelectVoice installations require a user named splicecom we would
recommend this user is created at this stage, as below, specifying your desired password. Also untick the
Automatic Login option.

DpEnSUSE

Local User
@ Create New User

User's Full Name
splicecom

Username
splicecom

Password
ssssssscssscsse

Confirm Password

Use this password for system administrator
Automatic Login

O skip User Creation Press next to continue the
installation

Help Release Notes...
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The system will then show you the Installation Settings that are going to be used.

Disable the firewall by clicking on Disable under the Firewall and SSH section, once the screen has refreshed click
on the enable to enable SSH access to the system.

openSUSE

Click a headline to make changes. k
Booting

* Boot Loader Type: GRUB2
* Enable Trusted Boot: no
* Status Location: /dev/sda2 (*/")

Installation Settings « change Locaton:

* Do not install bootcode into MBR (install)
* Install bootcode into /" partition (do not install

Software

* Product: openSUSE Leap 42.3
* System Type: Server (Text Mode)
* Patterns:

+ Base System

+ Generic Server

Make sure that the :‘I;zg;'ogystemAdminislratmn
. a a * Size of Packages to Install: 1.4 GiB
firewall is disabled efaut et trcet

o efault systemd target
And that SSH is

* Text mode
enabled
System

 System and Hardware Settings

Press next to continue the
installation

Firewall and SSH

« Firewall will be disabled (enable)
* SSH service will be enabled (disable)

Help Release Notes...

Click install to complete the installation, A popup window will appear confirming the installation, click on Install to
continue or back to go and make any further changes.

aST2 - installation @ install
Confirm Installation
Information required for the base installation is now complete.

If you continue now, partitions on your hard disk will be modified according to the installation
settings in the previous dialogs

60 back and check the settings ifyou are unsure

Once the installation is completed the system will restart and you can then login as your user Splicecom, using
the password set earlier.
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The following additional instructions/parameters have to be changed to complete the openSUSE 42.3 installation.
(Note engineers will have to be familiar with the use of vi and use of the command line)

Login as Splicecom
When the command prompt enter
Sudo zypper update, enter the password when asked, select yes to install the packages.

elcome to openSUSE Leap 42.3 - Kernel 4.4.76-1-default (ttyl).

linux-8ctd login: splicecom

Password :

Last login: Thu Nov 23 16:54:11 on ttyl
ave a lot of fun...
lsplicecom@linux-8ctd:™>

lsplicecomBl inux-8ctd:™> sudo zypper update
[sudo] password for root: _

When complete enter the following to install xinetd

sudo zypper install xinetd

jsplicecom@linux-8ctd:™> sudo zypper install xinetd
[Loading repository data...

Reading installed packages...

[Resolving package dependencies...

inetd

new package to install.
Dverall download size: 126.7 KiB. Already cached: 8 B. After the operation, additional 286.4 KiB
juill be used.

ontinue? [y/n/...7 shows all options] (y): y

(1,1), 126.7 KiB (286.4 KiB unpacked)

[Retrieving: xinetd-2.3.15-17.2.x86_64.rpm
[Checking for file conflicts:
(1/1) Installing: xinetd-2.3.15-17.2.x86_64
Additional rpm output:
Updating setc/sysconfig/xinetd. ..

reboot the server to use installed updates.

splicecom@linux-8ctd:™> sudo reboot

[sudo]l password for root:

Login as Splicecom again and at the command prompt enter.

sudo vi /etc/systemd/system.conf (enter the password if requested)

Locate the DefaultTasksMax line and unhash and change two DefaultTasksMax=infinity.

tDef aultBlock I0Account ing=no
tDef au 1 tMemoryAccount ing=no
tDef aultTasksAccount ing=yes
DefaultTasksMax=inf inity
#DefaultLimitCPU=
tDefaultLimitFSIZE=
et o imithaTa=

At the command prompt enter.
sudo vi /etc/sysctl.conf (enter the password if requested)
Add the following lines at the bottom of the file and then save it.

net.ipv4.ip_forward = 0
kernel.core_pattern = /cores/core.%e.%t.%p
fs.inotify.max_user_instances = 1024

Also make sure that the following entry is set to zero

net.ipv6.conf.all.forwarding = 0

it net.ipub.conf.all.disable_ipub
it net.ipub.conf.all.disable_ipub
net.ipub.conf .all.forwarding = 8

net.ipvd_forward = 8

[kernel .core_pattern = /cores/core.ze.xt.zp
fs.inotify.max_user_instances = 1824
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At the command prompt enter.
sudo vi /etc/security/limits.conf

Make sure the following values are set:-

* hard nproc 16384
* soft  nproc 8192
root - nproc unlimited

And add the following extra parameters below the line starting with root and above the # End of file line and then
save the file.

* hard core unlimited
* soft  core unlimited

Use the Tab key to space the items out over the line.

soft core

hard rss

hard nproc
sof't nproc
hard nproc
hard nproc

o maxlogins

# harden against fork-bombs
hard nproc 16384
soft nproc 8192
oot nproc unlimited
hard core unlimited
soft core unlimited

Reboot the server for the new values to take effect.
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You will probably wish to set the PC with a static IP address to do this you can run Yast from the command line,
login to you server and at the command prompt enter the following:-

sudo /usr/sbin/yast

You will be prompted for your system password, and then be presented with the command line version of Yast

YaST Control Center

Sof tware Online Update

System Sof tware Management
Hardware Add-On Products
Network Services Media Check

Security and Users Sof tware Repositories
Virtualization

Support

Miscellaneous

[Helpl [RunllQuit]l

To navigate around Yast use the arrow and Tab keys, use return to select an item.

< Move Left
- Move Right
) Move Up
| Move Down
Tab Use the Tab key to move around the main area’s of Yast
d Press Return

To begin with the Software option will be highlighted.

Use the down arrow to highlight the System option

Use the right arrow to jump across to the main options window
Use the down arrow down and highlight Network Settings
Press return to select Network Settings

el e

You will now see the Network page (You may be asked to install some extra packages, install any that are
required).
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Network Settings
Global Options—Overview—Hostname/DNS—Routing

Name IP Address|Device |Note
B82548EM Gigabit Ethernet Controller |DHCP ethd

82540EM Gigabit Ethernet Controller
AC : B8:08:27:17:cB8:84

BusID : PBAB:88:03.0

* Device Name: eth@

» Started automatically at boot
* [P address assigned using DHCP

[Add] i3(Deletel

[Cancell

To set a statically assigned IP address:-

Tab Keep pressing the Tab key until Edit is highlighted
d Press return to select

Tab Keep pressing Tab until the Statically Assigned IP address field
§ Press return to select Statically Assigned

Tab

Press Tab again to move to the IP address field
eg 192.168.0.1 Enter the IP address

Tab Press Tab again to move to the Subnet Mask
eg 255.255.255.0 | Enter the Subnet address

Tab Press Tab until Next is highlighted
| Press return to move onto the initial overview page again

Network Card Setup
rGeneral—Address—Hardware

( ) No Link and IP Setup (Bonding Slaves)

( ) Dynamic Address

(x) Statically Assigned IP Address

IP Address Subnet Mask

172.18.18.123 255.255.255.8
dditional Addresses

Hostname
linux-8ctd.suse

IPv4 Address Label|IP Address|Netmask

[Helpl [Cancell
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Tab Press Tab to Highlight Overview
- Use the right arrow to move to Hostname/DNS
Tab Press Tab until Name Server 1 is highlighted
Eg 8.8.8.8 Enter the Name server address
Tab Press tab to enter another Name server or continue to OK
§ Press return to go back into the main screen

Network Settings
Global Options—Overview—Hostname/DNS—Rout ing:
ostname and Domain Name

Hostname
linux-8ctd

Domain Name
suse

[ 1 Assign Hostname to Loopback IP
Set Hostname via DHCP

Modify DNS Configuration
Use Default Policy +
ame Servers and Domain Search List
Name Server 1 Domain Search

suse

Name Server 2

Name Server 3

[Cancel]l

| Press return to go back to Network Settings
Tab Press Tab until Overview is highlighted again
- Use the right arrow to move to Routing
eg 192.168.0.254 | Enter the default Gateway address
Tab Press Tab to move to the Device selection
\” Press the down arrow to get a list of devices
eg eth0 Select eth0 from the Drop down
Tab Press tab to move to OK
d Press return

Network Settings
Global Options—Overview—Hostname/DNS—Routing

Default IPv4 Gateway
172.18.18.1
Default IPU6 Gateway

Routing Table:

Destination|Gateway |Netmask |Device |Options

[ 1 Enable IPv4 Forwarding
[ 1 Enable IPu6 Forwarding

[Help]l

[Cancell

www.splicecom.com
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Network settings are now complete, to quit out of Yast.

Tab Press Tab to move to Quit
d Press return to select Network Settings
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B Installing OpenSUSE Leap 42.3 with a desktop

Select the type of Desktop you wish to use. If you are going to install a desktop then we suggest using the KDE
Desktop, click Next when ready.

openSUSE

NOTE: Cloud based and MAP
systems will not use a desktop

User Interface

Please select a user interface
® Desktop with KDE Plasma
O Desktop with GNOME
O server (Text Mode)

O Custom

Configure Online Repositories

Press next to continue the
installation

Help Release Notes...

IN

On the next screen we create a User. All SelectVoice installations require a user named splicecom we would
recommend this user is created at this stage, as below, specifying your desired password. Also untick the

Automatic Login option.

upenSUSE

Local User

@ Create New User
User's Full Name
splicecom
Username
splicecom
Password
...............
Confirm Password
sssssssssccccss
Use this password for system administrg
Automatic Login .
Press next to continue the
O skip User Creation installation

Help Release Notes... b Abort
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The system will then show you the Installation Settings that are going to be used.

Disable the firewall by clicking on Disable under the Firewall and SSH section, once the screen has refreshed click
on the enable to enable SSH access to the system.

openSUSE

Click a headline to make changes.

~ GIiange Cucanon:

* Do not install bootcode into MBR (install)
* Install bootcode into */" partition (do not install)

Software

Installation Settings

* Product: openSUSE Leap 42.3
* System Type: KDE Plasma Desktop
* Patterns:

+ Base System

+ Enhanced Base System

+ KDE Plasma 5 Desktop

+ AppArmor

+ KDE Desktop Environment

+ Laptop

+ YaST System Administration

+ Software Management

+Multimedia

Make sure that the +0ffice Software
firewall is disabled and e
SSH is enabled s

« Size of Packages to Install: 4.7 GiB

Default systemd target

Press next to continue the
installation

o Graphical mode
System
© System and Hardware Settings

Firewall and SSH

« Firewall will be disabled (enable)
* SSH service will be enabled (disable’

Help Release Notes... Abort Back -

Click install to complete the installation, A popup window will appear confirming the installation, click on Install to
continue or back to go and make any further changes.

aST2 - installation @ install

Confirm Installation
Information required for the base installation is now complete.

If you continue now, partitions on your hard disk will be modified according to the installation
settings in the previous dialogs

6o back and check the settings if you are unsure.

Once the installation is completed the system will restart and you can then login as your user splicecom, once
logged in you will be at the Desktop.
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Once logged in as splicecom the next step is to enable remote access via VNC. Click on the Application
Launcher icon in the bottom left corner. Select system from the menu and then Yast from the Sub Menu that
appears, Enter the system password when prompted to.

Wastebin

Ark

Dolphin
Recent Applications

File Manager - Super User Mode

Recent Documents
Info Centre

Development ’ Install/Remove Software

»

iae
)

Education » | & KGet
Games » | B KNetAttach
. . Graphics » | B Konsole
Appllcatlon Internet » | ™ KsysGuard

Launcher Icon

sy
<

Multimedia » KWalletManager

Office Manage Printing

Settings » | @ Open)DK 1.8.0 Policy Tool Select YaST
‘System » || & Print Settings

Utilities » (& Terminal - Super User Mgd

Power / Session » | & xTerm

B¢ 1548 =

Once YaST is open type VNC in the search field in the top left, then select ‘Remote Administration
(VNC)’ in the right hand window

Ya qlts suse

Search [| {35 Adcon products l
G v O s cre Enter VNC in the
[— ~ search field

Ready.

Select the radio button to Allow Remote Administration and click OK ( You may be asked to install addition
packages, accept to continue)

YaST2 - remote @ linux-qlts.suse

Remote Administration

Remote Administration Settings

®) Allow Remote Administration With Session Management
() Allow Remote Administration Without Session Management
_) Do Not Allow Remote Administration

Firewall Settings for SuSEfirewall2

Firewall is disabled

Help Cancel OK

@- X YaST2 - remote @ linux-glts.suse 4. YaST Control Center @ linux-qlitss.. [£] 8 ¥ ¢ a 16:06 =
This will then allow you to VNC to the Linux machine on port 5901.
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OpenSUSE Leap 42.3 will only allow one session per User to login. This will mean that it is very important
you make sure you logout the User when you are finished.

We recommend that you create two additional Users on the system purely for VNC access so there is always a
way to get into the system. In order to create new Users open Yast>Security and Users, then click on User and
Group Management.

User and Group Administration

Users Groups Defaultsfor New Users | Authentication Settings
search @LE-APPA'N'CW'WW” Filter: Custom SetFilter v
-~ Logn v Name  UD  Groups
& Sofware aﬂrewa\l -

- 29 splicecom  splicecom 1000 users
B varavare

4O security Center and Hardening

& syseem

W Network services 2 Sudo

B security and Users at
) User and Group Management
(I virtuaization l

Virtualization
o)
@ Support

}37-1 Install Hypervisor and Tools
g %
}(; Miscellaneous

Add Edit Delete Expert Options

U ot tic € ~ v

Ready Help Cancel

This will show you a list of users on the system, click the Add button at the bottom of the page and create a new
User. We recommend you create two Users, one called remote and another called reseller. You can assign your
own passwords to these Users.

New Local User

User Data Details Password Settings Plugns
User's Full Name
remate
Username
remote
Password
Confirm Password
() Receive system Mail
() isable User Login
Help Cancel ok

So that these users are not seen on the Login screen, click on the details tab and change the UID to a value of
less than 1000, for example give the remote user a value of 500 and the user reseller 501

YaST2 - users @ linux-q|

New Local User

User Data Details Password Settings Plug-Ins
User ID (uid) Additional Groups
500 ‘ [ users
[ adm
Home Directory
O at
/home/remote Browse... 0
audio
Home Directory Permission Mode ™1 avahi

YaST2 - users @ linux-gits.suse

\ User and Group Administration

‘ Users Groups.

Filter: Custom

Defaults for New Users Authentication Settings

Set Filter v

Login v Name | UID | Groups
% remote  remote 500 users
& reseller  reseller 501 users

24 splicecom splicecom 1000 users

Add Edit Delete

Help

Expert Options v

Cancel oK

Click OK and the two new Users will now be added to the system.
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You will probably wish to set the PC with a static IP address by selecting Network Devices from the left hand side
of YaST followed by Network Settings on the right, you maybe presented with a window stating that the setup is

controlled by NetworkManager.

YaST2-lan @ linux-glts.suse <2> 7 v A 9

Warning

Network is currently handled by NetworkManager
or completely disabled. YaST is unable to configure some options.

If so change it here to use Ifup by selecting ‘Wicked Service’ from the drop down list for Network Setup Method,
click OK.. This will take you back to the YaST page where you select Network Settings again.

Network Setup Method
l NetworkManager Service v J

NetworkManager Service
Wicked Service

| Network Services Disabled

This will open a window showing the ethernet Interface. Select the Interface and click on the Edit button. In the
next window select the radio button for Statically Assigned IP Address and set the appropriate IP Address and

Subnet mask, click Next to save the settings.

YaST2 - lan @ linux-glts.suse

Network Settings
Global Options Overview Hostname/DNS Routing
Name v | IP Address Device Note
82540EM Gigabit Ethernet Controller DHCP etho

Select the interface to
configure

Click Edit to edit the

interface details

82540EM Gigabit Ethernet Controller
MAC : 08:00:27:7b:8f:f5
BusID : 0000:00:03.0

® Device Name: eth0

B <

Add Edit Delete

Cancel

YaST2 - lan @ linux-glts.suse

Select how you wish to
setup the interface

Network Card Setup

General Address

Ethernet

() No Link and IP Setup (Bonding Slaves)

(@ Dynamic Address DHCP v DHCP both version 4 and 6 v

() statically Assigned IP Address

Additional Addresses

This completes the Linux setup.
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Splicecom
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