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Introduction

This document outlines the procedure for installing openSUSE Leap 15.1 together with any configuration
required when utilising OpenSUSE Leap 15.1 as the underlying operating system for running core and embedded
SelectVoice applications; Soft PBX, Voice Processing, Vision and SSL Gateway.

Prerequisites

Splicecom recommend the following Server/Computing Platforms for supporting SelectVoice
applications, running on the OpenSUSE Linux operating system.

Size Processor Memory Max. no. of
Max. no. of users trunks
Small (MAP Dual Core 2Gb 20 15
Solo)
Medium (MAP) Quad Core 4Gb 500 90
Large Quad Core 8Gb 1,000 120

Please be aware that your choice of platform is important. We strongly recommend you contact your
Splicecom account manager to discuss the best platform to use for your customers application.

Please ensure that your Linux machine has an Ethernet connection that is active, make sure a USB keyboard,
mouse and DVD player are connected and that the machine is connected to a monitor.

SelectVoice/Maximiser Software
The following versions of SelectVoice software have been tested with openSUSE Leap 15.1.

SelectVoice 1.2.68 and above.
SSL Gateway 1.2.68 and above.

S8000 4.1.18 and above.
SSL Gateway 4.1.18 and above.

Vision Software
Vision 1.7.65 and above
** IMPORTANT **

Please make sure you complete ALL the stages especially the section Update Network Drivers Failure to do so
will render Manager and Vision pages unusable.
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Installing OpenSUSE Leap 15.1

BO1

B02 DOO
UEFI:
UEFI:

Tt and ! to move selection
ENTER to select boot device
ESC to boot using defaults

@openSUSE

openSUSE Leap 15.1

Boot from Hard Disk

Upgrade

More ...

Boot Options

F1 Help F2 Language F3 Video Mode F4 Source F5 Kernel F6 Driver

English (US) Default DVD Default
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Language, Keyboard and License Agreement

Language Keyboard Layout

English (UK) English (UK) a4

Network A Keyboard Test

Installer

Repositories

Welcome License Agreemeg
System Ar

stem for |

erns your download, installation, or use
Add-On Pro« . 5.1 and its updates, regardless of the deliy
Select Eng“Sh (UK) fro E Leap 15.1 is a collective work under US Cc
the dl'Op down menu e_followingvterms. The openSUSE Project grar
Update Sett his collective work pursuant to the GNU Gene
Perform Update PUDL1C License version 2. By downloading, installing, or using
openSUSE Leap 15.1, you agree to the terms of this agreement.

openSUSE Leap 15.1 is a modular Linux operating system consisi
hundreds of software components. The license agreement for eac
component is generally located in the component's source code
the exception of certain files containing the “openSUSE"

trademark discussed below, the license terms for the component

R P S R el B deiom oo PSS DT

License Translations...

Help

Press next to continue the
Installation

System Probing
openSUSE
Probe USB devices

Probe FireWire devices
Network At

aller Update

positories Initialization Search for system files

v
v
v  Probe hard disks
v
v

Initialize software manager

The system has an active network connection.
Additional software is available online.

Activate online repositories now?

Click Yes to accept using
online repositories

Press next to continue the
installation



Installing
OpenSUSE Leap 15.1

Network Aut: up
Installer Update

Repe yries Initialization
W me

Network Activz

Analysis

Online Repositories

Time Z

User Settings

nstallation (¢ ew

m Installation

openSUSE

ork Auts

aller Update

Online Repositories

Add-On Products

Perform Inst

List of Online Repositories

Filter

Use Additional Online Repositories
V' Update Repository (Non-Oss)
Non-0SS Repository

Main Update Repository

Main Repository

Update Repository (Debug)

Untested Updates

Source Repository

Debug Repository

<< <

Repository Description

URL: http://download.opensuse.org/update/leap/$releasever/non-oss/
Linked from: https://download.opensuse.org/YaST/Repos/
_openSUSE_Leap_15.1_Default.xml|

Summary: Repository for official non free updates to openSUSE Leap

Description: In this repository you find security and maintenance updates to
openSUSE Leap.

Recommended: Yes
Help Abort Back -

Press next to continue the
installation

System Role

System Roles are predefined use cases which tailor the system
for the selected scenario.

Desktop with KDE Plasma
Graphical system with KDE Plasma as desktop environment. Suitable for
Workstations, Desktops and Laptops.

Desktop with GNOME

Graphical system with GNOME as desktop environment
Workstations, Desktops and Laptops.

Select Server as the
Generic Desktop System Role

Graphical system with reducas
customized softy

© server

Small set of packages suitable for servers with a text mode interface.

Transactional Server

Like the Server role but uses a read-only root filesystem to provide atomic,
automatic updates of a system without interfering with the running system

Help Abort Back Next

Press next to continue the

installation
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Suggested Partitioning

Initial layout proposed after adjusting the Guided Setup settings:

® do not enable snapshots for /
© do not propose swap

Changes to partitioning:

® Create GPT on /dev/sda
Network Activation ® Create partition /dev/sdal (8.00 MiB) as BIOS Boot Partition
® Create partition /dev/sda2 (7.99 GiB) for / with btrfs

m Analysis
g ® 10 subvolume actions (see details)

Online Repositories

Add-On Products

Select Guided setup to
setup disk partitioning

Guided Setup

Expert Partitioner ~

Help Abort Back m

Release Notes..

Partitioning Scheme

Enable Logical Volume Management (LVM)

Enable Disk Encryption

Help Release Notes... Cancel Back

Press next to continue the
installation
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You will now be presented with the Filesystem Options screen, from the drop down list for file system type
select Ext4, you should also tick ‘Propose Separate Swap Partition’ and tick the ‘Enlarge to RAM size for
suspend’

Filesystem Options

Settings for the Root Partition

File System Type

Bria . Tick both the:
Propose Separate Swap Partition
Enable Snapshots
Select Ext4 from the d ’ A
elect Exta from the drop " Enlarge to RAM Size for suspend
dOWn menu Propose Separate Home Partition
File System Type

Propose Separate Swap Partition
2 Enlarge to RAM Size for Suspend

Help Release Notes... Cancel Back

Press next to continue the
installation

Click next to accept the Suggested Partitioning (Note: screen may differ)

£ Suggested Partitioning

openSUSE
Layout proposed by the Guided Setup with the settings provided by the user.
Changes to partitioning:

® Create GPT on /dev/sda

© Create partition /dev/sdal (8.00 MiB) as BIOS Boot Partition
® Create partition /dev/sda2 (6.49 GiB) for / with ext4

® Create partition /dev/sda3 (1.50 GiB) for swap

Guided Setup

Expert Partitioner v

Help Abort Back m

Release Notes..

Press next to continue the
installation
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Clock and time zone settings will automatically have been set, click next to continue.

Clock and Time Zone

Time Zone
United Kingdom v
Hardware Clock Set to UTC Date and Time: 2019-11-04 - 11:27:02 Other Settings...

Help Release Notes... Abort Back m

Press next to continue the

installation

Setting the local user: You must have a splicecom user to do this enter the Users Full Name as splicecom and
the same for Username (Note: splicecom must be lowercase) enter a password (Note: This will be changed
when you install the SelectVoice software)

Local User

© Create New User
User's Full Name

splicecom

Username

splicecom

NOTE: Users Full name
and Username MUST be Password
splicecom in lower case 000000000000000

Confirm Password

*+ User Settings

Use this p for system
Automatic Login

Skip User Creation

Release Notes...

Help Abort Back Next

Press next to continue the
installation
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The system will then show you the Installation Settings that are going to be used.
You MUST:

. Disable the Firewall
. Enable the SSH service

Installation Settings

Click a headline to make changes.
* ENNANcey Base Sysiem
® AppArmor
Network Autosetu ® Laptop
® YaST System Administration
® Size of Packages to Install: 2 GiB
es Initialization ® Downloading from Remote Repositories: 273.6 A48

openSUSE

r Update

Default systemd target Make sure the firewall is DISABLED
® Text mode and SSH is ENABLED

and Hardware Settings

Security

® CPU Mitigations: Auto
© Firewall will be disabled (enable)
+ Installation Overview ® SSH service will be enabled

Perform Installation

Network Configuration
® Configured with DHCP: ethO
® Hostname: linux

® Using wicked (switch to NetworkManager)

Help Abort Back Install

Press Install to complete

the installation

Click install to complete the installation, A popup window will appear confirming the installation, click on Install
to continue or back to go and make any further changes.

[YaST2 - installation @ install

Confirm Update

Once the installation is completed the system will restart and you can then login as your user splicecom, using
the password set earlier.
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Upgrading Network Driver

su
zypper ar http://download.opensuse.org/repositories/home:/Sauerland/openSUSE Leap 15.1 Update/ nicStuff
zypper refresh

zypper in r8168-blacklist-r8169 reboot

Completing the installation

sudo zypper update

splicecom@linux-1sjd:~>
splicecom@linux-1sjd:~> sudo zypper update
[sudo] password for root:

Loading repository data...

Reading installed packages...

ernel-default-4.12.14-1p151.28.208.1 libmediacheck5 libprocps7 virtualbox-guest-kmp-default virtualbox-kmp-default

aa_base aaa_base-extras apparmor-abstractions apparmor-docs apparmor-parser apparmor-parser-lang apparmor-profiles apparmor-utils
pparmor-utils-lang bash bash-doc bash-lang bind-utils bzip2 ca-certificates-mozilla checkmedia cpp7 cron cronie cups-filters curl
bus-1 dbus-1-x11 device-mapper dhcp dhcp-client dracut e2fsprogs ebtables elfutils elfutils-lang expat cghostscript ghostscript-x11
lib-networking glib-networking-lang gpg2 gpg2-lang grub2 grub2-i386-pc grub2-snapper-plugin grub2-systemd-sleep-plugin gtk3-data

tk3-immodule-amharic gtk3-immodule-inuktitut gtk3-immodule-thai gtk3-immodule-vietnamese gtk3-lang gtk3-schema gtk3-tools gvfs
vfs-backend-afc gvfs-backends gvfs-backend-samba gvfs-fuse gvfs-lang hwinfo iscsiuio kernel-firmware kpartx krb5 libapparmorl
ibasml libbind9-16@ 1ibblkidl libbluetooth3 1ibbz2-1 libcdiol6 libcom_err2 libcurl4 1ibdb-4_8 libdbus-1-3 libdcerpc@
ibdcerpc-binding® libdevmapperl_@3 libdevmapper-eventl_03 libdns169 libdrm2 libdwl libebl-plugins libelfl libexpatl libext2fs2
ibfdiskl libfreebl3 libgcrypt2@ 1libgd3 libgnutls3@ libgtk-3-0 libimobiledevice6 1libirs16@ libisc166 libis 160 libisccfgl6e

ibjasper4 libjavascriptcoregtk-4_0-18 libldap-2_4-2 libldap-data liblmdb-8_9_17 liblvm2app2_2 liblvm2cmd2 iblwres16@ liblz4-1
iblzma5 libmountl libndr@® libndr-krb5pac@ libndr-nbt® libndr-standard® libnetapi® libnetpbmll libnghttp2-14 libopeniscsiusr@e_2_@

ibopenss11_1 libpackagekit-glib2-18 libparted® libpcapl libply4 libply-boot-client4 libply-splash-core4 libply-splash-graphics4
ibpng16-16 libpolkit® libreadline7 libruby2_5-2_5 libsamba-credentials® libsamba-errors@® libsamba-hostconfig® libsamba-passdb@®
ibsamba-policy@-python3 libsamba-util® libsamdb® libseccomp2 libsensors4 libsmartcolsl libsmbclient® libsmbconf® libsmbldap2
ibsoftokn3 libsolv-tools libsqlite3-@ libssh4 libstorage-ngl libstorage-ng-lang libstorage-ng-ruby libtasnl libtasn1-6
ibtevent-util@® libuuidl libvmtools® libwbclient® libwebkit2gtk3-lang libwebkit2gtk-4_0-37 libxml2-2 libxml2-tools libxsltl

ibyui-ncurses-pkg9 1ibzl libzstdl libzypp lvm2 mdadm mozilla-nspr mozilla-nss mozilla-nss-certs multipath-tools netpbm open-iscsi

penldap2-client openslp openssh openssh-askpass—-gnome openssh-helpers openssl-1_1 openSUSE-release open-vm-tools PackageKit
ackageKit-backend-zypp PackageKit-gstreamer-plugin PackageKit-gtk3-module PackageKit-lang parted parted-lang pciutils-ids
erl-apparmor perl-Bootloader permissions pinentry plymouth plymouth-dracut plymouth-plugin-label plymouth-plugin-label-ft
lymouth-plugin-script plymouth-plugin-two-step plymouth-scripts polkit polkit-default-privs postfix procps python3-apparmor
ython3-bind python3-solv gquota readline-doc rpcbind rsync rsyslog ruby2.5 ruby2.5-stdlib samba samba-client samba-1libs
amba-libs-python3 samba-python3 shadow sudo supportutils system-user-root tcsh tcsh-lang timezone tuned ucode-amd ucode-intel

til-linux util-linux-lang util-linux-systemd vim vim-data vim-data-common webkit2gtk-4_@-injected-bundles wireless-regdb xfsprogs

z-lang yast2 yast2-add-on yast2-auth-client yast2-country yast2-country-data yast2-installation yast2-logs yast2-network

ast2-ntp-client yast2-packager yast2-pkg-bindings yast2-proxy yast2-security yast2-services-manager yast2-storage-ng yast2-support

ast2-update yast2-users zypper zypper-aptitude zypper-log zypper-needs-restarting

lled:

bus-1 kernel-default-4.12,14-1p151.28.20.1 kernel-firmware libopenssli_1

packages to upgrade, new.
Overall download size: 273.6 MiB. Already cached: @ B. After the operation, additional 333.9 MiB will be used.

Note: System reboot required.
Continue? [y/n/v/...7 shows all options] (y): J§
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Check Additional Required Settings

sudo vi /etc/systemd/system.conf
DefaultTasksMax
DefaultTasksMax=infinity

iiDet au 1 tBlockI0Account ing=no
iDefan l tMemoryAccount ing =no

Account ing-yes
x=inf inity

sudo vi /etc/sysctl.conf

net.ipvd.ip_forward =0
kernel.core_pattern = /cores/core.%e.%t.%p
fs.inotify.max_user_instances = 1024

net.ipv6.conf.all.forwarding =0

it net . ipub_conf .all.di
it net. ipub.conf .all.di
met . ipuh_conf .all.

nel. ipvt_forward = 4
ke _pattern

s, inotify.max_user_
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Check Additional Required Settings (Continued)

sudo vi /etc/security/limits.conf

* hard
* soft
root -

* hard
* soft

nproc 16384

nproc 8192

nproc  unlimited
core unlimited
core unlimited

sof't
hard
hard
fPfaculty soft
#efaculty hard
hard
ji@student -

core 8

rss 18a6a
nproc ZH
nproc ZH
nproc 58
n

# harden against fork-bombs

hard
of t

hard
sof t

i End of File

nproc
nproc
nproc
core
core unlimited
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Network Settings & Changing Device Names

sudo /usr/sbin/yast

YaST Control Center

Online Update
Sof tware Ma
Add-0On
Check
Software Repositories

aneous

[Runl[Quit]
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Network Settings (Continued)

ICE .
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Network Settings
Global Optiov Overview—Hostname
Name

B2540EM Gigabit Ethernet Controller

B2540EM Gigabit Ethernet Controller
AC © BB:88:27:17:cB:84

BusID : PEAG:B8:83.8

» Device Name: eth@

= Started automatically at boot

* IP address assigned using DHCP

[Add I[{L T [De lete]

[Helpl

Network Card Setup
General—Address—Hardware

gned IP Ad

fidditional Ad

IPu4 Add Label | IP Address |Netmask

[Add]

[Help]

Rout ing

IP A
DHCP

[Canc

SI:'td .Suse

ell
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Network Settings (Continued)

i ew—Hostname INS—]
and Domain Ha

Modify

Metwork Setting
Global Options: T 2y it meDNS—Rout ing:

Default [Pud

[Add]

[ 1 Enable IPw4 Fo
[ 1 Enable IPuvh For

[Helpl




