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Introduction

This document outlines the installation and configuration required when utilising OpenSUSE Leap 15 as the
underlying operating system for running core and embedded SelectVoice applications; Soft PBX, Voice
Processing, Vision and SSL Gateway and specifically targets hardware supplied by Splicecom.

In a virtual environment, be aware of what share you are getting of the real resources, for example the
latencies involved when the host is overloaded or over-subscribed. It is best to allocate and lock all your cores
and RAM so you don’t get locked out or starved when passing voice traffic which can cause a break up in
speech.

Before you start
The minimum specification of platform required to run one or more SelectVoice applications can be found in
the following document: -

. Recommended Computer Platforms For Splicecom Apps

Which can be found on the IRIS web site.

Please be aware that your choice of platform is important. We strongly recommend you contact your
Splicecom account manager to discuss the best platform to use for your customer’s application.

Please ensure that your Linux machine has an Ethernet connection that is active, make sure a USB keyboard
and mouse are connected and that the machine is connected to a monitor.
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Installation of OpenSUSE Leap 15

First insert the installation DVD into the drive and restart the machine. Press F12 (This may differ for different
machine BIOS’s) whilst the machine is booting. You will see the following boot menu.

Flease select hoot device:

TS00
S084F TSOO0

Enter Setup

T and ¥ to move selection
ENTER to select boot device
ESC to boot using defaults

Select the appropriate DVD Device that has the OpenSUSE Leap 15 DVD loaded.
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openSUSE Boot Menu

The machine will boot up from the chosen device and present you with the OpenSUSE installer window. Use

the arrow keys to select Installation and press Return.

o @ OpenSUSE Leap 15 [Running]

@openSUSE

Boot from Hard Disk

Upgrade

More ...

Boot Options

F1 Help F2 Language F3 Video Mode F4 Source F5 Kernel

English (US) Default DVD

Language, Keyboard and License Agreement

You will then be taken to the Language, Keyboard and Licence Agreement window, select ‘English (UK) from
the drop-down list for the Language, the keyboard layout settings should automatically change. Once selected,

click next to continue.

®0e OpenSUSE Leap 15 [Running]

Language, Keyboard apd™ o=

English (UK)

License Agreement

openSUSE Leap 15.0

Default

F6 Driver

No

Keyboard Layout

English (UK)

Keyboard Test

o 2] Left 88

License Agreement

REEMENT
® Leap 15.0

openSUSE

openSUSE
hundreds of s

openSUSE Leap 15.0 and each of it
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copyright and
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lirensars il

Help

This agreement governs your do
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ading, installing, 1
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component. ¥
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S Copy
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right
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including the source

e, and organization, are

and others and are protected under



Linux OpenSUSE Leap 15
Installation & Configuration

joast imagine

User Interface
Splicecom STRONGLY RECOMMENDS that you DO NOT install the ANY desktop when setting up LEAP 15. This

document will cover the installation of OpenSUSE Leap 15 without a desktop.

Select Server from the user interface screen.

OpenSUSE Leap 15 [Running]

o0 e
openSUSE ‘

User Interface

Please select a system role

Desktop with KDE Plasma

esktop with GNO
© server

Transactional Server

custom

Configure Online Repasitories

The install process will progress with some system analysis so that it can continue on with the installation.
Partitioning Scheme

Next you will then be presented with the Partitioning Scheme window, Make sure that LVM and disk
encryption are un-checked.

‘20 @ openSUSE Leap 15 [Running]

o

openSUSE.

Partitioning Scheme

Enable Logical Volume Management (LVM)
Enable Disk Encryption
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Suggested Partitioning

You will be presented with a suggested partitioning scheme, click on the Guided Setup button to continue.
[ X=X ) ©openSUSE Leap 15 [Running]

Suggested Partitioning

(8.00 MiB) as BIOS Boat Partition
2 (6.81 GIB) for / with ext4
3(1.18 GiB) for swap

Guided Setup

Expert Partitioner ~

Help Release Noles.

File System Options

Make sure the File System Type for the root partition is changed to Ext4 and also make sure that ‘Propose
Separate Home partition’ is unchecked and Propose Separate Swap Partition is Checked. Click next to continue.

NOTE:

If you are going to run a large database you may wish to increase this to the size of the RAM by ticking the
Enlarge box. Linux will try and allocate all free RAM for disk caching to make the system run as fast as possible.

If it notices that some RAM has been allocated to a program but is very rarely if ever used it will move this to
swap to make even more disk cache.

[N )

openSUSE Leap 15 [Running]

Filesystem Options

Settings for the Root Partition

File System Type

Ext4 -

Propase Separate Home Partition
File Syslem Type

[ Propose Separate Swap Partition
Enlarge 1o RAM Size for Suspend

Help Release Motes
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You will be taken back to the ‘Suggested Partitioning’ window, click Next to continue.

‘soe openSUSE Leap 15 [Running]
openSUSE.
Suggested Partitioning
*Create GPT on /dev/sda

= Create partition /dev/sda1 (8.00 MiB) as BIOS Boat Partition
« Create partition /dev/sda? (6,81 GIB) for / with exid
= Create partition /dev/sdas (1.18 GiB) for swap

Guided Setup

Expert Partitianer =

bep || et wn || C

Clock and Time Zone

The next screen you will see is the ‘Clock and Time Zone’ screen, The correct time zone should be
automatically selected, if not make sure the time zone is correct for your region, also make sure that the
Hardware Clock Set to UTC is checked as the switch from standard time to daylight saving time (and vice versa)
can only be performed automatically when the hardware clock (CMOS clock) is set to UTC. This also applies if
you use automatic time synchronization with NTP, because automatic syncing will only be performed if the
time difference between the hardware and system clock is less than 15 minutes.

ene openSUSE Leap 15 [Running]

Clock and Time Zone

Region Time Zone

E
& Hardware Clock Set to UTC Date and Time: 2019-02-19 - 16:29:05 Other Settings.

o || Peese i o |
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Local User

On the next screen we create a User. All SelectVoice installations require a user named splicecom we would
recommend this user is created at this stage, as below, specifying your desired password. Also untick the
Automatic Login option. If the password used is not strong enough when you click next you may be presented
with a pop up asking whether you really want to use the password entered, click yes if you are happy with the
password, then click next to continue.

®ne OpenSUSE Leap 15 [Running]

Local User

© Create New User

User's Full Name
splicecom

Username
splicecom

Password
ecccccccccsccce

Confirm Password

Use this password for system administrator
Automatic Login

Skip User Creation

Help Release Notes. Abort Back

Installation Settings

To complete this part of the installation you need to disable the firewall by clicking on Disable under the
Firewall and SSH section, once the screen has refreshed click on enable to enable SSH access to the system.
Click install to continue.

[ K openSUSE Leap 15 [Running]
openSUSE
Insta||ation Settings Click a headline to make changes.
Booting

i
us Locatior
= Change Loc

into MBR (c all)
Il boot code into a partition with /boot ( )

Software

* Product: openSUSE Leap 15.0
* System Type: Se

* Enhanced Base Syster
* AppArmor
«Laptop

Administration
= Management
ages to Install 19 GIB

Default systemd target

* Text mode

System

Firewall and SSH

= Firewall will be led (er )
*SSH service will be enabled (disak

Help Release Notes:
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A popup window will appear asking you to confirm the installation, click install to proceed or back to make any
changes.

000 openSUSE Leap 15 [Running]

Insta I Iation Settings Click a headline to make changes

Booting

oader Type: GRUB2

Confirm Installation

Information required for the base installation is now complete

u CONtINUE Now, parttions on
ings in the previous dialogs

our hard disk will be modified according to the installation |

Go back and check the settings If you are unsure.

wall will be di

. R - |

Performinginstallation

The next screen shows the progress of the installation, this could take a while depending on the machine being
used or internet speed.

LK) openSUSE Leap 16 [Running
Pel’forming Installation Details openSUSE Leap Relaase Notes
Media Remaining | Packages | Time
Total 1.309GiB 969
openSUSE-Leap-15.0-1
Medium 1 1.809GiB 969

Actions performed:

Installing li3X11 data-1.6.5-1p150.1.18.ncarch, pm (installed size 1.22 Mig)
cu 50.1 4 noarch rpm (installed size 2565 MIR)
Installing libldap-data-2 4 46-1p150 7 1 noarch rpm (insialled size 6.4 Kia)
Installing libnl-config3.3.0-1p150.1. 14 noarch.ipm (installed size 2.6 KiB)
Installing libstorage-nglang-2.3.277-p150.1.1.noarch.rpm {Installed size 564.8 KIE)
bthal-data-0.1.27-0150.1.3.x86_64 rpm (installed size 558.6 KiB)

c-netconflg-1.0.24p150.1.34 x86_64 rpm (installed size 2 KiB)
g lifecycle-data-openSUSE-14p150 2.1 noarch.rpm (installed size 1.7 KiB)
\na-data-1.8.10-10150.3 S noarch rpm (installed size 3 Kig)
Installing openSUSE-release-dvd-15.04p150.125.1.x86_64.rpm (installed size 66 B)
Installing publicsuffiz-201803124p150.1.1 naarch rpm (installed size 259.5 KiB)
Installing python-pm-macras-2017.12.22.d9968ab-1p150.1 6.noarch rpm (installed size 32 6 KiE)

Installing python-rpm-macros-2017.12 22 d9368ab-Ip150.1 6 noarch rpm (installed size 32 6 KiB)

Installing Packages... (Remaining: 1.809 Gi8, 969 packages)
7%
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Additional Required Settings

The following additional instructions/parameters have to be used to complete the openSUSE Leap 15 installation.
(Note engineers will have to be familiar with the use of vi and use of the command line)

Login as Splicecom
At the command prompt enter: -
Sudo zypper update, enter the password when asked, select yes to install the packages.

lcome to openSUSE Leap 42.3 - Kernel 4.4.76-1-default (tiyl).

linux-Bctd login: splicecom

¢ Thu Nov £3 16:54:11 on ttyl
of fun
ol 1 i d
il 1 inux-8etd zypper update
password for r

When complete enter the following to install xinetd
sudo zypper install xinetd

tory data.
alled packag
»ing package depe

inetd

new package to install.
1 dowmload size: 126.7 KiB. filready cached: @ B. After the operation, additional 286.4 KiB
used.

(y): y

6_H4 (141, 1: KiB (286.4 KiB unpack
oo e
.....[donel

Login as Splicecom again and at the command prompt enter.

sudo vi /etc/systemd/system.conf (enter the password if requested)

Locate the DefaultTasksMax line and un-hash and change two DefaultTasksMax=infinity.

At the command prompt enter.
sudo vi /etc/sysctl.conf (enter the password if requested) Add
the following lines at the bottom of the file and then save it.

net.ipv4.ip_forward = 0
kernel.core_pattern = /cores/core.%e.%t.%p
fs.inotify.max_user_instances = 1024

Also make sure that the following entry is set to zero
net.ipv6.conf.all.forwarding = 0
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At the command prompt enter.

sudo vi /etc/security/limits.conf

Make sure the following values are set:-

* hard nproc 16384
* soft  nproc 8192
root - nproc unlimited

And add the following extra parameters below the line starting with root and above the # End of file line and then
save the file.

* hard core unlimited
* soft  core unlimited
Use the Tab key to space the items out over the line.

sof't core

hard rss

hard nproc
#Efaculty soft nproc
#efaculty hard nproc
il tp hard nproc

Estudent - maxlogins

# harden against fork-bombs
hard nproc
sof t nproc

roc

i End of File

Reboot the server for the new values to take effect.
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Network Settings & Changing Device Names
You will probably wish to set the PC with a static IP address to do this you can run Yast from the command line,
login to you server and at the command prompt enter the following: -

sudo /usr/shin/yast

You will be prompted for your system password, and then be presented with the command line version of Yast

YaST Comtrol Center

Sof tware Online Update

System Sof re Management

CK
Repositories

el laneous

[Helpl [RunllQuit]

To navigate around Yast use the arrow and Tab keys, use return to select an item.

« Move Left

- Move Right

T Move Up

A\ Move Down

Tab Use the Tab key to move around the main area’s of Yast
d Press Return

To begin with the Software option will be highlighted.

\) Use the down arrow to highlight the System option
Use the right arrow to jump across to the main options window
\) Use the down arrow down and highlight Network Settings
d Press return to select Network Settings

You will now see the Network page (You may be asked to install some extra packages, install any that are
required).
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Network Settings (Continued)

Network Settings

Global Options—Overview—Hostname/DNS—Rout ing

Name

IP Address Dn:\,-h:r:|HuI,r

B82540EM Gigabit Ethernet Controller |DHCP ethB

B2540EM Gigabit Ethernet Controller
AC ¢ B8:88:27:17:cB:64

fus1D . BHAA:BA:63.8

» Device Name: ethB

» Started automatically at boot
» IP address assigned using DHCP

[Add] BAlDelete]

[Helpl

[Cancel]

To set a statically assigned IP address:-

Tab Keep pressing the Tab key until Edit is highlighted

d Press return to select

Tab Keep pressing Tab until the Statically Assigned IP address field
d Press return to select Statically Assigned

Tab Press Tab again to move to the IP address field

eg 192.168.0.1 Enter the IP address
Tab Press Tab again to move to the Subnet Mask
eg 255.255.255.0 | Enter the Subnet address

Tab Press Tab until Next is highlighted

d Press return to move onto the initial overview page again

Network Card Setup
Genera | —Address—Hardware

Hostname
linux-8ctd .suse;:

fidditional Address

IPv4 Address Label | IP Address |Ht—.l.m:;l-:

[hdd]

[Helpl

[Cancel]
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Network Settings (Continued)

Tab Press Tab to Highlight Overview
- Use the right arrow to move to Hostname/DNS
Tab Press Tab until Name Server 1 is highlighted
Eg 8.8.8.8 Enter the Name server address
Tab Press tab to enter another Name server or continue to OK
d Press return to go back into the main screen

ew—Hostname/DNS—Rout ing

Domain Mame
B guse SRR R R e e e S S S e
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Network Settings (Continued)

d Press return to go back to Network Settings
Tab Press Tab until Overview is highlighted again
- Use the right arrow to move to Routing
eg Enter the default Gateway address
192.168.0.254
Tab Press Tab to move to the Device selection
\) Press the down arrow to get a list of devices
eg ethO Select ethO from the Drop down
Tab Press tab to move to OK
d Press return

ew—Hastname-DNS—Rout ing

[Add]

[ ] Enable IPu
[ ] Enable IPuh

Network settings are now complete, to quit out of Yast.

Tab Press Tab to move to Quit
d Press return to select Network Settings

INSTALLATION OF openSUSE LEAP 15 IS NOW COMPLETE
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Upgrading an Existing System

The following instructions allow an existing openSUSE 42.3 system to be upgraded to Leap 15. Please note that
this process could take up-to 1-2 hours to perform depending on the internet connection.

Prerequisites

*  The server to be upgraded MUST have a FULL BACKUP performed before this process is started.
*  The server to be upgraded MUST have a fast and reliable internet connection.

* Itis not recommended to perform this upgrade remotely because any failures of this process are
liable to render the server inoperable. There for it is recommended that this is process is performed
on-site with a spare server available to restore the Backups on.

*  Agood knowledge of Linux command line working is required.

Copy and paste each of the following commands (in orange) in the order listed to complete the upgrade.

1) SSH onto the Server with the Splicecom User and Password
2) Switch to root user with su <return>

3) Run zypper refresh <return>

4) Run zypper up <return>

5) Run cp -Rv /etc/zypp/repos.d /etc/zypp/repos.d.Old <return>
6) Runsed -i's/42.3/15.0/g' /etc/zypp/repos.d/* <return>

7) Run zypper refresh <return>

8) Run zypper dup <return>

9) Reboot the Server

10) SSH onto the Server with the Splicecom User and Password
11) Switch to root user with su <return>

12) Run zypper in net-tools-deprecated <return>

13) Run zypper up <return>

14) Reboot the Server



